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This study investigates the application of blockchain technology in enhancing the security and 

authenticity of digital certificates. Addressing key challenges such as fraud and the lack of a 

standardized verification process, the paper proposes a comprehensive framework aimed at 

fortifying the integrity of digital credentials. This framework is the utilization of blockchain as 

a distributed ledger, serving as a tamper-proof repository for recording certification transactions. 

Through this decentralized ledger, each certification issuance and verification action is securely 

recorded, enhancing trust and transparency in the certification process. The methodology 

includes the integration of a decentralized ledger for immutable record-keeping  and 

implementation of smart contracts for automated authenticity checks, and the use of 

cryptographic measures to ensure data security. This approach promises significant implications 

for various sectors reliant on credential verification, advocating for a broader adoption of 

blockchain in digital certificates systems. 
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1.   Introduction  

For almost 20 years, digital certificates have been a key aspect of Internet security [1]. The need 

for reliable verification of credentials has become increasingly important. Digital certificates, serving as 

electronic documents to certify the ownership of a public key, have emerged as a critical tool in various 

fields ranging from education to IT security. They are used to validate the authenticity of entities and 

secure communication over the internet [2]. 

Traditional methods of issuing and verifying digital certificates face several challenges. These 

include susceptibility to fraud, lack of transparency, and inefficiencies in verification processes. The 

centralized nature of traditional systems often leads to a single point of failure, making them vulnerable 

to cyber-attacks. Additionally, the process of verifying certificates can be cumbersome and time-

consuming, requiring reliance on the issuing authority for validation [3]. 

Blockchain technology, best known for underpinning cryptocurrencies like Bitcoin, offers a 

decentralized and tamper-evident ledger system. Its inherent characteristics—decentralization, 

immutability, and transparency—make it an appealing solution to address the shortcomings of 
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traditional digital certificate systems [4]. 

Implementing blockchain technology in the issuance and verification of digital certificates 

introduces a paradigm shift. Blockchain's decentralized nature allows for the creation of a distributed 

ledger where each certificate can be securely and transparently recorded. This approach reduces the risk 

of fraud and unauthorized alterations [5]. 

Despite the potential benefits of the blockchain system, the application of blockchain in digital 

certificates is still in its nascent stage, with practical challenges and limitations not fully explored. This 

research aims to fill this gap by implementing and analyzing blockchain technology in the context of 

digital certificate issuance and verification. The study's findings are expected to provide valuable 

insights and contribute to the advancement of knowledge in this evolving field. 

To guide readers through the content of this paper, the following is the structure that will be 

followed. The next section will delve into the Methods, discussing the research type employed and the 

system development undertaken. Subsequently, the paper will move on to the Results and Discussion 

section, covering planning, analysis, system design, prototype, implementation, and system testing. The 

paper will conclude with a summary and suggestive recommendations for future developments in this 

field. 

2.   Methods 

 The research methodology is illustrated in Figure 1, outlining the flow of the study. This process 

begins with problem identification, followed by data collection, system design, system implementation, 

system testing, and ultimately concluding with the findings. 

 

 
 

Figure 1. Research Methodology 

 

2.1.   Identification Problem 

 In this section, we'll examine the existing process of publishing and verifying digital certificates, 

identifying potential issues along the way. 

 

 
Figure 2. Current Publish Certificate System 

 

 
Figure 3. Current Verifying Certificate System 

 

 

 Figure 2 illustrates the process flow for publishing a certificate. The Certificate Authority (CA) 

stores data in a centralized database, such as MySQL or PostgreSQL [6], and makes the digital certificate 

accessible to entities. Figure 3 outlines the certificate verification process, where the client or requester 

sends a validation request. The CA then checks the centralized database for the provided information 

and confirms the validity of the certificate. The problem arises from using a centralized database to store 

certificate data. This creates single point failure and vulnerability to security breaches or data 
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manipulation [7]. Additionally, relying solely on the CA to verify certificate introduce a level of trust 

that may be exploited. 

2.2.   Data Collection 

 This phase focuses on gathering the necessary data to develop the system. Using quantitative 

techniques to generate large numbers of observations, emphasizing the necessity of large sample sizes 

for sophisticated quantitative analyses [8]. Data collected are associated with the process of publication 

and verification of digital certificates within the EduTech community Kode Karya Palu (Hammercode) 

are addressed. The research involved compiling recent digital certificates that have been published in 

the community. 

2.3.   System Design 

In this stage, we defined how we can integrate the process of publish and verifying the 

certificate. The application was programmed under the Ethereum platform. Ethereum is major 

blockchain-based platform for smart contracts with complete programs that are executed in a 

decentralized network and usually manipulate digital units of value. A peer-to-peer network of mutually 

distrusting nodes maintains a common view of the global state and executes code upon request. The 

stated is stored in a blockchain secured by a proof-of-work consensus mechanism similar to that in 

Bitcoin [9-11]. Smart contracts will act as stateful decentralized applications that run on EVM 

implementations to enforce contract instructions [12]. In this system, we will use the RESTful API [13] 

as the protocol communication between client app and server app. 

In Figure 4 we can see the process of publishing a certificate in the initial step, certificate details 

are input into the system and will trigger the smart contract within the EVM, utilizing the provided 

information. The smart contract processes the request according to the pre-defined contract, and upon 

successful fulfillment, stores the data as a transaction within the blockchain. Each process that creating 

transactions on the blockchain will be need a cost (gas) to distribute the data across each node [14][15]. 

Upon completion of all processes, the system generates a random hash along with a QR code to serve 

as an identifier for the certificate stored in the blockchain. 

  

 
Figure 4. Publish Certificate 

 

On Figure 5 illustrates the process of verifying a certificate. In this workflow, the client sends a 

hashed QR code containing the certificate identifier. The system acts as a proxy, triggering the smart 

contract equipped with a function to locate the certificate based on the identifier. Since the process 

involves only reading data from the blockchain network, there are no additional costs incurred [14]. If 

the data is found, it is displayed to the client. 
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Figure 5. Verify Certificate 

 

2.4.   Implementation 

 The system has separate backend and frontend components. The backend is built using the Go 

programming language. Go is expressive, concise, clean, and efficient. Its concurrency mechanisms 

make it easy to write programs that get the most out of multicore and networked machines, while its 

novel type system enables flexible and modular program construction [16], while the frontend 

development incorporates JavaScript, utilizing NextJS as the framework. Additionally, the system's 

interaction with the Ethereum network is facilitated through smart contracts written in Solidity[17].  

The client-side interface allows for two methods of inputting the certificate ID. Firstly, users 

can manually enter the certificate ID and initiate verification; the system will then validate the certificate. 

Alternatively, users can scan the QR code on the certificate, which automatically extracts the ID. This 

implementation is illustrated in Figure 6. 

 

  
Figure 6. Validation Page 

 

 When a value is inputted as shown in Figure 6, it undergoes verification within the blockchain 

network. Should the data be found on the network, the details of the certificate will be presented on the 

system. The outcomes of this verification process are illustrated in Figure 7. 
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Figure 7. Certificate Validation Result  

 

2.5.   Testing Phase 

 In this study, the performance evaluation of the application hinges on analyzing key metrics. 

These metrics encompass the calculation of transaction throughput (TTP) and verification latency (VL). 

By focusing on these parameters, we aim to gain insights into the efficiency and responsiveness of the 

application. 

1. Transaction Throughput (TPP) 

This metric reflects of the number of certificate verification transactions the system can 

handle per unit of time[18], indicating scalability and performance efficiency. 

 

𝑇𝑇𝑃 =
𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑

𝑇𝑜𝑡𝑎𝑙 𝑇𝑖𝑚𝑒 𝑇𝑎𝑘𝑒𝑛
 

  

2. Verification Latency 

Average time taken to verify a single certificate, this indicate the responsiveness the system 

[18]. 

 

𝑉𝐿 =
𝑇𝑜𝑡𝑎𝑙 𝑇𝑖𝑚𝑒 𝑇𝑎𝑘𝑒𝑛 𝑡𝑜 𝑉𝑒𝑟𝑖𝑓𝑦 𝑁 𝐶𝑒𝑟𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑒

𝑁
 

 

3.   Results and Discussion 

3.1.   Result 

 In our assessment of the blockchain application developed for issuing and verifying digital 

certificates, we noted significant achievements in several metrics, along with areas that require 

enhancement, particularly addressing the issue of a single point of failure in the database. The outcomes 

of our performance analysis, focusing on Transaction Throughput(TTP) and Verification Latency(VL), 

are presented below. 

 

𝑇𝑇𝑃 =
135

4
 

𝑇𝑇𝑃 = 33 𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 𝑝𝑒𝑟 𝑠𝑒𝑐𝑜𝑛𝑑 
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Figure 8. Load Test Publish Certificate 

 

𝑉𝐿 = 9
135 

 

𝑉𝐿 =  60𝑚𝑠 𝑝𝑒𝑟 𝑐𝑒𝑟𝑡𝑖𝑓𝑖𝑐𝑎𝑡𝑒 

 

 
Figure 9. Load Test Verify Certificate 

 

 The detailed examination of our load testing, conducted using Postman as the load testing client 

[19] on Figure 8 and Figure 9, involved a scenario with 135 certificates undergoing the process of 

publication and verification. This thorough evaluation demonstrated a Transaction Throughput (TTP) 

of 33 transactions per second. Concurrently, the Verification Latency (VL) for each transaction was 

recorded at 60 milliseconds. These results underscore a significant opportunity for enhancing the 

system's speed, particularly in optimizing the verification process to achieve a more efficient transaction 

handling rate. 

3.2.   Blackbox Testing 

 This stage will test all process that are already develop. The testing process gonna use Black 

Box testing method also know a functional testing or input output driven testing, it means on the process 

testing will be focus on the input and output of the system [20]. The following are the results of system 

testing using the Blackbox method can be seen in Table 1. 

 

Table 1. System Testing Results 

Test Case Description Results 

Deploy smart contract Test the deployment of the smart contract on 

the Ethereum network. 

Success 

Verify Certificate Validate if the inputted certificate ID is valid or 

not. 

Success 

Publish Certificate Store certificate details on the blockchain 

network. 

Success 

Invalid Certificate 

Check 

Verify system's response to an invalid 

certificate ID. 

Success 

Certificate Data 

Retrieval 

Retrieve the details of a stored certificate. Success 

Smart Contract Update Test updating the smart contract code on the 

Ethereum network. 

Success 
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4.   Conclusion 

Based on the system testing result and observation this research about adopting blockchain to 

process publishing and verifying certificate digital with blockchain has been successfully implemented. 

This adoption make the each process publish and verify certificate more transparent and more secure. 

This approach not only enhances on factor integrity and security but also expand solution to the 

limitations associated with traditional systems. The results of the system testing provided us visual 

evidence of the system accelerated speed. These result offer significantly improved processing times, 

showcasing the efficiency gains achieved through the adoption of this technology 

One of the critical advantages addressed in this study is blockchain's ability to mitigate the risks 

associated with single points of failure in centralized database systems. In traditional systems, the 

centralization of data storage and management creates vulnerabilities, making the entire system 

susceptible to data breaches, tampering, and downtime. Future research could focus on further exploring 

the scalability of blockchain solutions on the digital certificates, examining the integration with existing 

educational and professional credentialing systems, and developing more advanced cryptographic 

methods to enhance privacy and security even further. Additionally, investigating mechanisms to 

address potential scalability challenges and ensuring the interoperability of blockchain-based 

certification systems across various sectors and platforms would be invaluable. 
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